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Why?
Training on MFA is provided
occasionally by 38.7% of
organizations and annually
by 30.7%, with only 5.3%
offering it monthly or
quarterly.

Why?
65.7% of organizations have
not gathered user feedback
on their MFA
implementation process

Why?
User resistance is one of the
main challenges, cited by
28.6% of organizations.
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#1
TRAINING

1.) INCREASE THE FREQUENCY OF TRAINING SESSIONS.
 
Infrequent training can result in staff not fully
understanding MFA's importance or how to use it
effectively. Increasing training frequency will improve
awareness and knowledge, reducing the likelihood of
errors and improving compliance with security
protocols.

2.) IMPLEMENT REGULAR USER FEEDBACK
MECHANISMS.

 
Without regular feedback, organizations may

be unaware of user frustrations or issues,
leading to reduced effectiveness and user

adoption of MFA. Collecting feedback will help
organizations identify pain points and make

necessary adjustments to improve user
experience and system efficiency.

3.) PROVIDE USER-EDUCATION PROGRAMS. 
 
User resistance often stems from a lack of
understanding or perceived inconvenience.
Educating users on the benefits of MFA and how it
enhances security can help reduce resistance,
increase buy-in, and improve overall adoption rates.



Why?
App-based MFA is used by
82.7% of organizations, while
less secure methods like
SMS-based (72%) and email-
based (69.3%) are still
common. Biometric
methods are used by only
5.3%.

Why?
41.3% of organizations use
manual checks, 30.7% use
automated monitoring
tools, and 20% conduct
regular audits to verify MFA
implementation. However,
13.3% do not verify at all.

Why?
41.3% of respondents are
unsure about whether their
organization has regulatory
requirements for MFA,
indicating a need for greater
clarity on compliance.
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#2
SECURITY

1.) PROMOTE THE USE OF SECURE MFA METHODS.
 
Less secure MFA methods, such as SMS or email-
based authentication, are more vulnerable to attacks.
Encouraging the use of stronger methods, like app-
based authentication, will provide more robust
protection against security threats.

2.) ENCOURAGE REGULAR AUDITS AND
AUTOMATED MONITORING TOOLS.

 
Manual checks are prone to human error and
can be less effective than automated tools or
audits. By promoting automated monitoring
and regular audits, organizations can ensure

that MFA is consistently enforced and
functioning as intended, reducing the risk of

security gaps.

3.)  INCREASE AWARENESS OF REGULATORY
REQUIREMENTS FOR MFA
 
Lack of awareness about regulatory requirements can
lead to non-compliance, resulting in legal and
financial repercussions. Raising awareness and
providing clear guidance on these requirements will
help organizations ensure they are in full compliance,
avoiding potential penalties and safeguarding
sensitive data.



Why?
18.6% of respondents
reported challenges with
system integration, while
17.1% encountered technical
issues.

Why?
MFA is used primarily for
email (85.3%) and cloud
storage (78.7%), with lower
adoption for financial
applications (60%), HR
systems (56%), and custom
internal applications (9.3%)

Why?
Only 28% of organizations
have policies in place for
new applications, and 38.7%
do not have or are unsure of
any such policies.
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#3
COMPLIANCE

1.) DEVELOP TARGETED STRATEGIES TO ADDRESS
CHALLENGES
 
Integration and technical difficulties can hinder the
effectiveness of MFA and slow down its adoption. By
providing targeted technical support and solutions,
organizations can resolve these issues, ensuring smoother
implementation and reducing downtime or security gaps.

2.) EXPAND REQUIRED MFA USAGE TO
CRITICAL APPLICATIONS.

 
Limiting MFA to a few applications leaves other

critical systems vulnerable. Expanding MFA to
additional key areas, especially those handling

sensitive or financial data, will help mitigate the
risk of unauthorized access and strengthen overall

organizational security.

3.) IMPLEMENT POLICIES ENSURING MFA IS IN PLACE
FOR ALL NEW APPLICATIONS HANDLING SENSITIVE
DATA.
 
A lack of formal policies means that new applications
handling sensitive data may not be properly protected
with MFA. Implementing clear policies will ensure that
MFA is consistently applied to all new systems, reducing
the risk of security breaches in the future.



CONCLUSION
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The 2024 IOLA-JT MFA Survey highlights the

substantial progress made by grantee organizations

in adopting Multi-Factor Authentication (MFA), with

76% having implemented it fully. However, the

results of the survey also uncover significant

challenges, including user resistance, integration
issues, and gaps in training and feedback
collection. While most organizations provide IT

support and basic training, there is room for

improvement in expanding MFA to more critical
applications, enhancing training frequency, and
promoting more secure authentication
methods.

Addressing these challenges will not only improve

MFA effectiveness but also strengthen overall

organizational security and compliance. By

focusing on user education, system integration,

and the implementation of clear policies,

organizations can further safeguard sensitive data

and ensure that their security practices meet

regulatory requirements. Continued investment
in training, technical support, and automated
monitoring will be essential to sustaining these
improvements.
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Introduction 

As part of the ongoing Cybersecurity Improvement Technical Assistance Project (CyTAP), a self-

selected group of six IOLA grantee organizations participated in a Multifactor Authentication (MFA) 

training and implementation cohort. The MFA cohort met with Just-Tech for three training, education, 

and support sessions over the course of three months. Between sessions, each organization worked 

closely with Just-Tech to implement MFA.   

The program aimed to: 

1. Increase participants’ understanding of MFA. 

2. Improve participants’ confidence and preparedness to apply the training content. 

3. Assess the training’s relevance to job roles and overall satisfaction. 

The following report details the findings of the pre- and post-survey.  

Methodology 

Background 

The survey was designed to assess the impact of the training program on participants' knowledge, 

confidence, and engagement. It included a combination of pre-training and post-training questions to 

measure changes in these areas. Participants were also asked about their preferred learning methods 

and perceptions of the training’s difficulty and effectiveness. This dataset represents the first of 

several planned cohorts, and additional data will be incorporated as new cohorts complete the 

training. This phased approach will enhance the robustness of the analysis and offer a clearer 

understanding of trends over time.   

Survey Participants 

Surveys were administered during the first and last large group cohort meetings in August and October 

2024. A total of 10 respondents participated in the surveys with seven completing both the pre and 

post surveys. Due to incomplete responses, paired t-tests were conducted with data from the seven 

participants who completed both the pre- and post-surveys for each question. 

Analysis 

The survey responses were analyzed using both descriptive statistics and inferential tests to 

understand the training program's impact.  

1. Descriptive Statistics: Data summaries, including averages, frequency distributions, and 

response patterns, were used to understand overall trends. For example, responses to post-

training questions about training relevance and effectiveness were summarized to identify 

common themes.  

2. Paired Sample t-Tests: These tests were conducted to compare participants’ responses to 

pre- and post-training questions. This method is used to determine whether there was a 
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significant change in participants’ knowledge, confidence, or preparedness after completing 

the training. The analysis focused on questions with paired responses from the seven 

participants who completed both pre- and post-training surveys.  

3. Correlation Analysis: Relationships between pre- and post-training responses were explored 

to understand consistency or variation in responses. Where post-training responses lacked 

variability (e.g., unanimous scores for training relevance), correlations were not applicable. 

Limitations 

 Small Sample Size: With 10 respondents in the first cohort and only seven providing complete 

data, results are not generalizable to all participants in the program. As additional cohorts are 

rolled out, the dataset will grow, allowing for more robust analyses.  

 Post-Training Uniformity: Some post-training responses, such as those about training 

relevance, showed limited variability, making it difficult to explore nuanced differences among 

participants. 

Key Findings 

The evaluation results highlight the training program's success in improving participants' knowledge, 

preparedness, and perceptions of resource sufficiency, while also demonstrating high satisfaction 

and effectiveness ratings. These findings indicate that the training addressed critical areas effectively, 

aligning well with participants’ professional needs. However, the results also point to opportunities for 

refinement, particularly in boosting confidence and engagement. 

The following sections summarize the findings across three areas: Training Effectiveness, Positive 

Perceptions, and Opportunities for Improvement. 

Training Effectiveness  

Statistically significant improvements were observed in several key areas:  

 Increased Preparedness: Post-training, 100% of respondents felt “Well prepared” or “Very 

well prepared” to apply what was learned in the training to their jobs, compared to only 22% 

pre-training.  

 Improved Knowledge: Post-training, 88% of respondents rated their knowledge of the training 

topic as “High” or “Very high,” compared to only 22% pre-training. 

 Resource Sufficiency: Post-training, 88% of respondents felt that the resources available to 

them for understanding the training topic were “Very sufficient” or “Sufficient.” Pre-training, 

zero grantees felt that available resources were “Very sufficient,” and only 33% rated the 

resources as “Sufficient.” 

 High Relevance: Post-training, 88% of respondents felt that the training topic was “Very 

relevant” to their current job role, compared to only 44% pre-training.  

Positive Perceptions  

 Participant Satisfaction: All participants reported positive satisfaction overall with 75% of 

respondents indicating that they were “Very satisfied” and 25% that they were “Satisfied.”
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 Effectiveness Ratings: The majority of participants rated the training as highly effective, with 

63% selecting “Very effective,” and an additional 25% selecting “Effective.” 

 Simplification of Complex Topics: Post-training, 75% of respondents rated the training topic 

as “Easy” or “Very easy,” compared to only 22% pre-training. 

Opportunities for Improvement 

 Confidence in Skills: While understanding and confidence increased post-training, the 

improvement was not statistically significant. 

 Engagement: Engagement levels remained static, suggesting room for more interactive or 

dynamic elements in the training, such as: 

o Interactive Elements: Incorporate group discussions, role-playing exercises, or case 

studies. 

o Gamification: Use quizzes or challenges to maintain attention and interest throughout 

the session. 

o Breakout Sessions: Provide smaller group activities for deeper engagement and 

discussion. 

Table 1. Paired Samples Testing Results 

Metric 
Pre-Survey 

Mean 
Post-Survey 

Mean Percent Change P-Value 

Understanding (Q1) 3.57 4.43 +24% 0.078

Confidence (Q2) 3.29 4.14 +26% 0.078

Difficulty (Q3) 2.86 3.86 +35% 0.004*

Preparedness (Q4) 2.86 4.29 +50% <0.001*

Knowledge Level (Q5) 3.14 4.14 +32% 0.018*

Engagement (Q6) 4.14 4.14 +0% 1.000

Relevance (Q7) 4.29 5.00 +16% 0.047*

Resource Sufficiency 
(Q8)

2.86 4.29 +50% 0.003*

*Pairs marked with an asterisk denote a statistically significant improvement where p<0.05.
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Recommendations 

Based on the survey findings, we recommend the following actions: 

 Addressing Variability in Participant Needs 

o While overall trends were positive, the training may not have fully addressed the 

individual needs of participants with lower pre-survey confidence or engagement 

levels. Tailored approaches, such as offering optional breakout sessions for advanced 

topics or foundational content, could help bridge these gaps.

 Provide Ongoing Support

o To sustain the gains observed in knowledge and preparedness, providing follow-up 

materials or sessions, such as refresher workshops, quick-reference guides, or one-

on-one coaching, could help participants retain and apply their learning over time. 

o Incorporate hands-on activities that allow participants to practice and apply their skills 

in realistic scenarios. 

 Expand the Training Program 

o Maintain focus on relevance and satisfaction by ensuring training content aligns with 

participants’ job roles and real-world challenges. 

Conclusion 

The training program successfully improved key metrics, including preparedness, knowledge, and 

satisfaction. By addressing areas for growth—such as confidence and engagement—the program can 

continue to deliver impactful results and scale effectively. These findings serve as a strong foundation 

for refining and expanding the CyTAP program to future cohorts. To build on this success, future 

iterations should enhance confidence-building components, continually adapt resources to evolving 

needs, implement regular feedback mechanisms, and expand the program to a broader audience 

while preserving quality and relevance. 
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Appendices 

Appendix 1: Pre-Training Survey Questions 

1. On a scale from 1 (not at all) to 5 (very well), how well do you understand the topic of the 

upcoming training? 

2. On a scale from 1 (not at all confident) to 5 (very confident), how confident are you in your 

current skills related to the training topic? 

3. On a scale from 1 (very difficult) to 5 (very easy), how difficult do you anticipate the training 

topic to be? 

4. On a scale from 1 (not at all prepared) to 5 (very well prepared), how prepared do you feel for 

the training on the upcoming topic? 

5. On a scale from 1 (very low) to 5 (very high), how would you rate your current knowledge level 

on the training topic? 

6. On a scale from 1 (not at all interested) to 5 (very interested), how interested are you in the 

topic of the upcoming training? 

7. On a scale from 1 (not at all relevant) to 5 (very relevant), how relevant do you think the 

upcoming training topic is to your current job role? 

8. On a scale from 1 (not sufficient at all) to 5 (very sufficient), how sufficient are the resources 

currently available to you for understanding the training topic? 

9. On a scale from 1 (reading materials) to 5 (formal training sessions), how do you prefer to learn 

about new technology topics? 

Appendix 2: Post-Training Survey Questions 

1. On a scale from 1 (not at all) to 5 (very well), how well do you understand the topic after 

completing the training? 

2. On a scale from 1 (not at all confident) to 5 (very confident), how confident are you in your 

current skills related to the training topic? 

3. On a scale from 1 (very difficult) to 5 (very easy), how difficult did you find the training topic 

after completing the training? 

4. On a scale from 1 (not at all prepared) to 5 (very well prepared), how prepared do you feel to 

apply what you learned in the training to your job? 

5. On a scale from 1 (very low) to 5 (very high), how would you rate your current knowledge level 

on the training topic? 

6. On a scale from 1 (not engaged at all) to 5 (very engaged), how engaged were you during the 

training sessions? 

7. On a scale from 1 (not likely) to 5 (very likely), how relevant do you think the training topic was 

to your current job role? 

8. On a scale from 1 (not sufficient at all) to 5 (very sufficient), how sufficient are the resources 

currently available to you for understanding the training topic? 

9. On a scale from 1 (not effective) to 5 (very effective), how effective was the training in 

improving your skills related to the topic? 

10. On a scale from 1 (not satisfied) to 5 (very satisfied), how satisfied are you with the training 

overall? 
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Introduction 
This report presents key findings from a comprehensive survey conducted to understand the 
adoption, challenges, and support needs for AI integration among legal aid organizations. The survey 
was administered to IOLA grantees, aiming to uncover insights into how AI tools are currently 
perceived and used, the barriers to adoption, and the types of support needed to maximize AI’s 
potential in legal aid work. This work aligns with Just-Tech’s development of a specialized AI 
University, which will serve as a hub for legal aid professionals to access tailored training, ethical 
guidance, and governance resources. The AI University initiative is designed to address the exact 
challenges surfaced in this survey, bridging gaps in expertise and fostering responsible AI adoption 
across the sector. 

Methodology 
The survey consisted of both qualitative and quantitative questions. Ranking questions captured 
respondents' priorities and preferences, while open-ended questions provided deeper insights into 
concerns and challenges. Quantitative data was analyzed to calculate weighted averages and trends, 
while qualitative responses were reviewed to identify themes and align with the quantitative findings. 

Survey Participants 
The survey received responses from 227 participants across various roles, including staff attorneys, 
managing attorneys, support staff, and operational leadership. Respondents represented a diverse 
cross-section of legal aid organizations, providing a robust dataset for analysis. 

Approximately 25% of respondents identified as support staff (legal or operational), while 24% were 
operational management professionals such as executive directors, finance directors, or IT directors. 
Staff attorneys made up 22% of the participants, and managing or supervising attorneys constituted 
19%. The remaining 10% included a variety of roles, such as paralegals, program directors, and 
volunteer managers. This diversity of roles underscores the wide-reaching implications of AI adoption 
across different facets of legal aid work. 

Key Findings 

1. High Demand for Policy and Ethical Guidance: 
a. The top-ranked priority was "Policy development and implementation support" (Q15). 

Respondents emphasized the importance of having structured AI governance 
frameworks, including clear guidelines for ethical AI use, training protocols, and risk 
assessment processes. Several participants called for templates or sample policies 
that address common challenges, such as "managing client confidentiality with AI 
tools" and "evaluating the ethical implications of AI-driven decisions." One respondent 
noted, "A well-defined policy acts as both a safeguard and a roadmap for responsible 
AI implementation." 
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b. The top-ranked priority was "Policy development and implementation support" (Q15). 
Respondents emphasized the importance of having structured AI governance 
frameworks, with one participant noting, "Clear policies ensure we don’t misuse AI 
inadvertently." 

2. Skills Development is Critical: 
a. Training topics such as "Introduction to AI for legal professionals" and "Practical 

applications of AI in legal aid" were the most requested (Q19). A respondent shared, 
"We need practical, scenario-based training to feel confident in using these tools." 

b. Staff attorneys expressed strong interest in legal research and drafting applications for 
AI, while operational leaders prioritized training on tools for case management and 
reporting. 

3. Barriers to Adoption: 
a. Lack of internal expertise and ethical concerns were identified as the most significant 

barriers (Q20). One organization highlighted, "We don’t have in-house expertise to 
evaluate AI tools, and that’s holding us back." Another respondent shared concerns 
about the complexity of implementation, stating, "Integrating AI with our existing 
systems feels overwhelming without proper guidance." Additionally, a participant 
noted, "The cost of AI tools creates a barrier for smaller organizations like ours, where 
budgets are already stretched thin." 

b. Ethical concerns exacerbated by the lack of internal expertise were identified as the 
most significant barriers (Q20). One organization highlighted, "We don’t have in-house 
expertise to evaluate AI tools, and that’s holding us back." 

c. Support staff worried about job displacement due to automation, while managing 
attorneys highlighted challenges in balancing AI’s analytical potential with ethical 
considerations. 

4. Concerns About Privacy and Confidentiality: 
a. Responses highlighted the importance of ensuring AI does not compromise client 

confidentiality and trust or case integrity (Q22). For instance, a respondent warned, "If 
clients feel their data isn’t secure, it could undermine our credibility." 

b. Managing attorneys were particularly vocal about ensuring compliance with ethical 
standards in the use of client data. 

Recommendations 

1. Addressing the High Demand for Policy Development and Ethical Guidance: 
a. Develop standardized templates and customizable frameworks for AI governance 

tailored to legal aid organizations. 
b. Offer workshops focused on creating and implementing AI policies that address ethical 

considerations, risk management, and data privacy. 
2. Enhancing Skills Development: 

a. Prioritize training programs on "Introduction to AI for legal professionals" and "Practical 
applications of AI in legal aid," as these were the most requested topics. 



 

4 | P a g e  
 

b. Incorporate scenario-based exercises to help participants understand real-world 
applications of AI tools in legal contexts. 

3. Overcoming Barriers to AI Adoption: 
a. Provide technical assistance to help organizations build internal expertise and 

navigate the complexities of AI integration. 
b. Create funding opportunities or subsidies to reduce the cost barrier for smaller 

organizations that struggle with budget constraints. 
c. Partner with AI vendors to offer free or discounted trials of tools to organizations new to 

AI. 
4. Alleviating Privacy and Confidentiality Concerns: 

a. Develop training modules on ethical AI use, focusing on safeguarding client 
confidentiality and complying with legal standards. 

b. Encourage the adoption of AI tools that prioritize data security and include 
transparency in how client information is handled. 

5. Increasing Awareness and Accessibility: 
a. Centralize resources, training, and support, addressing the diverse needs highlighted 

by respondents. 
b. Disseminate success stories and case studies from organizations that have effectively 

implemented AI tools to demonstrate tangible benefits. 

These recommendations provide a strategic roadmap to address the challenges and opportunities 
highlighted in the survey. Let me know if you'd like these added explicitly to the "Recommendations" 
section in the report. 

 

Qualitative Analysis 
The following is a qualitative analysis of the survey’s open-ended questions. Responses to these 
questions were analyzed to identify major concerns and hesitations regarding AI adoption in legal 
work. The feedback provided critical insights into the varied perspectives of legal professionals and 
highlighted areas for potential improvement and support in AI integration. 

1. Q10: "What factors or concerns influence your decision not to use AI tools in your work? 
Please share a brief explanation." 

a. Accuracy and Reliability: Many respondents are concerned about the accuracy of 
AI output in legal work, citing risks like hallucinations or incorrect data. 

b. Trust and Ethical Issues: A lack of trust in AI's ability to deliver reliable results and 
ethical concerns regarding bias and misuse. 

c. Job Impact: Concerns about AI replacing human roles or diminishing skill 
development in staff. 

d. Technological Hesitancy: Respondents worry about how AI integrates into 
existing workflows or feel resistant to technological changes. 

 

















MEETING OF THE BOARD OF TRUSTEES  
OF THE IOLA FUND OF NEW YORK 

December 17, 2024 
 
 

MOTION FOR EXECUTIVE SESSION 
 
I, ______________________________________, hereby move, pursuant to the New York Open 

Meetings Law, Section 105, including subparagraphs (f), that this meeting of the Board of 

Trustees of the IOLA Fund of New York shall now enter into Executive Session for the purposes 

of considering matters relating to (1) the financial history and appointment of particular 

corporations, specifically IOLA grant applicants and grantees; (2) the financial history of two 

individuals seeking reimbursement of interest; and (3) proposed litigation. 

 
Seconded by: _________________________________ 
 
 
Vote: 
 
Yea  ___   Nay ___   Abstain ___    
 
 
 
 
Vote Recorded by: _____________________________ 
 
New York, New York 
December 17, 2024 
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